Abstract-Digital forensics will always include at least human as the one who performs activities, digital evidence as the main object, and process as a reference for the activities followed. The existing framework has not provided a description of the interaction between human, interaction between human and digital evidence, as well as interaction between human and the process itself. A business model approach can be done to provide the idea regarding the interaction in question. In this case, what has been generated by the author in the previous study through a business model of the digital chain of custody becomes the first step in constructing a business model of a digital forensics. In principle, the proposed business model already accommodates major components of digital forensics (human, digital evidence, process) and also considers the interactions among the components. The business model suggested has contained several basic principles as described in The Regulation of Chief of Indonesian National Police (Perkap) No 10/2010. This will give support to law enforcement to deal with cybercrime cases that are more frequent and more sophisticated, and can be a reference for each institution and organization to implement digital forensics activities.
I. INTRODUCTION
According to data from PwC and RSA as cited by [1] , cybercrime has transformed into a serious threat that value of losses globally could reach national revenue of a country. This is in line with a report from [2] who revealed that cybercrime is the industry that grows from year to year with the high rate of return but with little risk. Meanwhile, according to [3] , although there is no official definition of cybercrime, for the sake of practicality, cybercrime can be defined as "a criminal activity in which computers or computer networks are the principal means of committing an offense or violating laws, rules, or regulations". Meanwhile, [4] argues that cybercrime is not a new crime, but rather classic crimes exploiting the computing power and accessibility to information.
According to [4] , Cybercrime is a consequence of excessive availability and user proficiency of computer systems in unethical hands.
Besides supported by the increasing of various electronic and information technology equipment, according to [5] , the rising of cybercrime industry is supported by blackmarket, that is, industry where various parties can interact economically for anything related to services, tools or infrastructure that can be used for conducting cybercrime. With the blackmarket, cybercrime activities and the data generated become more difficult to identify because the activities involve many parties. This has an impact on the handling process of cybercrime, more complicated and requires updated analysis techniques.
Furthermore according to Agarwal in [1] , the handling of cybercrime case are conducted through investigation activities known as digital forensics. According to [6] , digital forensic is "the procedure of investigating computer crimes in the cyber world". Agarwal in [1] also mentioned that digital forensics is the use of science and methods for finding, collecting, securing, analyzing, interpreting, and presenting digital evidence for the sake of reconstruction and validity of judicial process. On the other hand, Palmer [7] suggested the initial definition of digital forensics as "The use of scientifically derived and proven methods toward the preservation, collection, validation, identification, analysis, interpretation, documentation, and presentation of digital evidence derived from digital sources for the purpose of facilitation or furthering the reconstruction of events found to be criminal, or helping to anticipate unauthorized actions shown to be disruptive to planned operations."
Forensics itself is the implementation of scientific methods or the application of structured steps to assist the process of an investigation carried out by law enforcement. Thus, digital forensics is a structured step in the process of investigating and handling evidence to minimize the presence of errors in the investigation process [8] . Furthermore, for each activity in the digital forensics to be classified as a scientific method, this can refer to certain structured steps, known as the term of a framework. Peter and Maravi [9] states that the Copyright © 2015 MECS I.J. Computer Network and Information Security, 2015, 11, 1-8 framework is "a structure to support a successful forensic investigation". In the field of digital forensics, the structured step is often known with some terms: framework, methodology, forensics process or stages. According to [4] , the development of a methodology in digital forensics that encompasses the forensic analysis of all genres of digital crime scene investigations is the most crucial part in law enforcement activities. In this case, the investigators must employ consistent and well-defined forensic procedures.
The increasing of the complexity of cybercrime provides challenges and opportunities towards research in the field of digital forensics. In this case, according to [10] one of the important keys for improving research is the availability of compassable models for forensic processing.
Digital forensics activities will involve many people. According to [11] , digital forensics activities will engage a number of people with different roles such as first responder, forensics investigator, court expert witness, attorney, judge, police officer, victim, suspect and passerby. It supposes to depict the interaction among the officers and their interaction with digital evidence in a whole series of the investigation process. The business model approach can be suggested to show the interaction in question.
For example, [12] has given the proposed frameworks for digital forensics analysis derived from a different source of digital evidence. Fig 1 shows the frameworks proposed by [12] . However, on the proposed frameworks, there are some things that are not yet clear, for example, who run those frameworks, how does the storage mechanisms of digital evidence obtained, how is the access mechanism to the digital evidence being analyzed. The same thing also happened with the proposed frameworks presented by other researchers. [12] In the context of digital forensics, the business model will depict the linkages between the person conducting the activity, the relationship between each stage in the frameworks, and the role and position of each person and object involved. The differences in business model will cause differences in the overall handling of digital forensics activity, including the handling of digital evidence and chain of custody. Unfortunately, among digital forensics practitioners, there has been no study resulted, concerning the issue of business models in digital forensics and how to implement the models in daily practice. In this case, what has been resulted by [13] through business models of the digital chain of custody can be made as an initial step to develop business models of digital forensics.
The business model approach in understanding digital forensics activity will hopefully raise deeper understanding of the whole and complete process of digital forensics. This will eventually give support to law enforcement in handling cybercrime cases, which become increasingly more sophisticated. Also, the availability of studies about digital forensics business models will give references for each institution and organization carrying out digital forensics activities.
II. PREVIOUS WORKS
The literature review indicates there is a wide variety of frameworks, methodology or stages to be followed in carrying out digital forensics activities. Varying frameworks for digital forensics in fact are not much different principally because in general, any framework that has been mentioned by the researchers show only slight differences in terms of naming and details of digital forensic activity [14] - [16] . The framework discusses only the stage, methodology or investigation model that can be applied in implementing digital forensics activities. Among the frameworks are Generic Computer Forensic Investigation Model (GCFIM) proposed by [17] , The Four Tier Model from [15] , Integrated Digital Forensic Process Model (IDFPM) from [18] , as well as Integrated Digital Forensics Investigation Framework (IDFIF) from [19] . Meanwhile, [20] also proposed a framework for digital forensics with the approach of an organizational investigative model. The author himself [21] suggests the general model and the conceptual model of digital forensics in the notation below: general and conceptual model, a discussion of methodology, or framework stages in digital forensics is conducted from the perspective of a digital forensics examiner or investigator. The framework will guide what should be done by a digital investigator in carrying out digital investigation activities. Some frameworks also give guidance to institutions what to be prepared to perform a digital forensics activity. Digital forensics will always include at least all of these 3 (three) components: (1) human who conducts the activity, (2) digital evidence as the main object, and (3) the process as a reference for the activity to be followed. The terms of methodology, frameworks, or digital forensics stages tend to put forward the third aspect only. The existing frameworks have not described how the interaction between human, interaction between human and digital evidence, and interaction between human and the process itself.
The author himself in the paper about digital evidence cabinets have tried to develop a preliminary model of the business model for the handling of digital evidence [1] . The business model is needed as a foundation for solutions to the problems of the digital chain of custody in the form of digital evidence cabinet. Nevertheless, these early models need to be clarified the function and its role in the general scheme of digital investigation.
III. REVIEW OF DIGITAL FORENSICS FRAMEWORK
As [22] suggested, digital forensics are regarded as a new form of forensic science, and it is a field of science that is still potentially growing, yet has not shown itself as an established field of study when compared to the other forensic field, especially when compared with forensic medicine. In this case, the use of fingerprint and DNA in the field of forensic medicine appears to be the real contribution of forensics in support of criminal investigation processes.
One of the obstacles found in the digital forensics field is that the contributions of the practitioners are still more dominant compared to the contributions of the researchers. Therefore, [23] argued that the methods and processes that serve as references in a digital investigation process are generally investigator based, and also depend on personal experience and expertise, and it is casuistry in nature or so-called ad hoc basis. This is in line with the opinion of [24] that scientific development of digital forensics is characterized with practitioner-driven nature.
Kruse and Heiser in [9] suggested that, although there are many opinions about the methodology in digital forensics, generally those can be summarized in the acronym of 3A, namely:
 Acquiring, getting digital evidence with emphasis on data integrity principle,  Authenticating, validity of data throughout the investigation process is in accordance with the original digital evidence retrieved from the acquisition process,  Analyzing, the process of obtaining relevant data to remain attentive to the authentication and integrity of digital evidence.
While according to Carrier and Spafford in [7] , the framework of digital investigation must be according to the purpose, not the stage or task. It is worth noting, given every institution has certain uniqueness, and each case has its characteristics. Therefore, if the methodology is based on the stage or task, it is very possible to raise differences between institutions, likewise between cases that are being handled. Thus Carrier and Spafford put more emphasis on the application of the objective-based framework, not task-based.
Some researchers have tried to discuss and do a comparison against some framework of the digital investigation. In this case, [25] trying to do an analysis of some of the previous framework as well as explain the advantages and disadvantages of each framework. The analysis is performed with the focus on an implementation in a higher educational institute. While [17] also did an analysis of some of the frameworks then simplified it into a Generic Computer Forensic Investigation Model (GCFIM). A similar thing is done by [19] by conducting an analysis of some existing framework, then provide a new model using the sequential logic approach to generating IDFIF.
Meanwhile, other researchers provide solutions to digital forensics frameworks for a number of different specific environments, such as [26] which gives the solution frameworks for the problem of web security attack, [16] provides a framework solution for cloud computing environments, [27] gives the proposed framework related to wireless cybercrime cases. Digital forensics frameworks that have been developed by the researchers according to [10] rely on the ability to make the best use of digital evidence that is found.
Meanwhile, the increasing use of a wireless network, have also had an impact on the increasing cases of wireless cybercrime. The use of wireless known as a new way of Internet connections and lead to the emergence of a new crime patterns. In this case, [27] has proposed the Digital Forensics Standard Operating Procedures for Wireless Crimes.
A large number of framework and investigation model turned out to be a problem. Every researcher and the institution can propose or develop its framework. This is certainly going to lead to the absence of a standard that can be used as a reference for all the institutions that run the digital forensics activity. It needs an effort to unify and summarize all investigation models. In this case, [28] has provided the solution through the concept of harmonized digital forensic investigation process model.
IV. A PROPOSED BUSINESS MODEL FOR DIGITAL FORENSICS
Based on the experience of interacting with digital forensics practitioners, both in law enforcement institutions as well as non-law enforcement institutions According to [29] , a business model is "an abstract representation of an organization". While based on the idea suggested by [30] , the term of business model is commonly used to represent the main aspects of a business. A business model can be conceptual, textual or graphical that show the connectedness, cooperation or planning of all components involved, in accordance with the core business of the institution in order to achieve the goals set by the institution.
In these research, to build a business model for digital forensics, the steps to follow are: a. Identifying the main purposes of digital investigation in the area of law enforcement. In this case, prosecution after the fact/scene of illegal activities is the main purposes of the digital investigation [20] . b. Identifying basic principles held as a reference for the handling of evidence. As what has been argued by [1] , The Regulation of Chief of Indonesian National Police (Perkap) No 10/2010 can be cited as a reference on the general principle of handling evidence [31] .
c. Identifying the object involved in the digital forensics activity. In this case, the objects of digital forensics activity are: human (first responders, officers who manage the storage, investigator, and others), digital evidence (electronic evidence, process of getting the digital evidence, evidence storage, and access to evidence) and process (phases for exploration, analysis, report and presentation). d. Recognizing the environment and how the digital forensics activity works. For such reason, the environment and method of digital forensics can be illustrated in Fig 3 . e. Constructing a business model that explains the linkages between objects in the work environment of digital forensics. Fig 4 shows an illustration of the proposed business model that can be used within the scope of digital forensics. In developing a business model of digital forensics activity, then given a technical definition and basic assumptions as follows: a. Digital evidence is an output resulting from the acquisition or imaging process of electronic evidence. The process can be done using either offline or online technique. This output becomes the primary source for exploration, analysis and interpretation of the data that will support investigation process of a scene. b. As physical evidence, digital evidence is also supposed to be stored in a special storage place. Therefore, the basic assumptions of the business models that will be built are referring to the concept of Digital Evidence Cabinets where all digital evidence stored in a storage area. Investigator or law enforcement agencies will do the control mechanisms to be able to access the digital evidence. into three groups of activities. The first group is the interaction between people with evidence for early handling of digital evidence. The second group are the activities for the implementation of the chain of custody as a mechanism for recording and documentation, access to digital evidence. While a third group is a main activity, namely conducting exploration, analysis and presentation of findings. There is three main mechanisms in the business model, the initial mechanism for the handling of digital evidence, a mechanism for recording and storage of digital evidence as well as the mechanism for analysis of digital evidence. All the mechanism shows how the relationship between the three components described earlier namely people, digital evidence and process. According to [32] , the majority of countries in the world does not yet legally distinguish electronic evidence from physical evidence. Even some countries have not accepted electronic evidence altogether in its legal system so that an attempt to perform an investigation and verification of cybercrime cases cannot entirely be handled by law enforcement. Therefore, it is reasonable that the study about the business model of digital forensics is still very limited or even has not yet become a major concern in the scope of digital forensics activities.
Meanwhile, [1] argued that in handling a case, both physical evidence and digital evidence are part of the investigation process that complement each other. Similarly, at the time of the trial, both physical evidence and digital evidence become a unity in the process of investigation. Thus, the handling of physical and digital evidence must be the same, or at least have a similar mechanism. This can be illustrated by [33] as in Fig 5. The model is the development of a similar issue delivered by [20] but with a slightly different model. In his opinion, [20] explains that there are five main phases, i.e., readiness phase, deployment phase, physical crime scene investigation, digital crime scene investigation and review phase. In this model, the physical and digital phases feed into each other in terms of locating potential sources of evidence.
Unfortunately, the scheme illustrated in Fig 5 does not appear in the studies about the stages and methodology of digital forensics. Moreover, based on the literature study presented by [9] , [34] - [36] , the focus is still on stages of digital forensics activity rather than on the interaction between actors and digital evidence involved in the digital forensics activity, or an overview of the importance of unity in handling physical evidence and digital evidence. Therefore, the proposed business model in this paper will include the point of view of digital forensics activity that focuses on the interaction between actors and digital evidence. Evidence From [33] As what [11] revealed, a digital forensics activity involves a number of people, namely first responder, forensics investigator, court expert witness, attorney, judge, police officer, lawyer, victim, suspect, and passerby. To that end, the proposed business model in this study has involved activities from at least 3 parties, namely: first responder, police officer in the storage room, and law enforcement as the party involved in the investigation process that consists of forensics investigator, court expert witness, attorney, judge, and lawyer.
In Fig 4, it is obvious that three elements involved in digital forensics activity, i.e., first responders, officer, and law enforcement. The business model also gives a description of how digital evidence should be kept and used for the purposes of the analysis in the case investigation. The illustration in Fig 4 also provides an overview of how to apply the principle of unity in the handling of both physical and digital evidence as described by [33] .
In addition, the proposed business model in Fig 4  generally has met the principles of a business model as explained by [29] , namely representing the main aspects of an activity in graphics and describing the connectedness among components involved in accordance with the core business of the institution. For this sake, the goal to be achieved is how to run a digital forensics activity in accordance with the principle of law enforcement while remaining attentive to the characteristics of the handling of digital evidence in cybercrime cases. From the description in the introduction, it is mentioned that digital forensics activities will always involve at least 3 (three) components, namely: human conducting activities, digital evidence as the main object, and process as a reference for the activities to be followed. It also has been stated that the term of digital forensics frameworks tends to discuss only the third aspect. The existing frameworks have not clearly depicted the interaction among humans, between human and digital evidence, and between human and the process itself. Therefore, the business model proposed in this study depicts another point of view in describing digital forensics activities with a focus on the human involved, as well as the available digital evidence. While aspects of frameworks/methodologies/stages are part of the stages in digital evidence analysis.
The need for a business model is driven by various interpretations of digital forensics activities in the field, particularly in the sphere of law enforcement in Indonesia. Given the importance of the handling of digital evidence as part of the effort of case disclosure in cybercrime, the need for a business model of digital forensics also will be more conveniently located. The handling of digital evidence is not only regarding the mechanism of the framework/methodology/stages, but should also consider the interactions of all objects involved in a digital forensics activities. Unfortunately, this still has not been brought to the attention of the parties that are practically involved in activities of digital forensics. Thus the input of business model proposed in this paper can be used as a reference for understanding the environment in digital forensics activity and can serve as a reference for law enforcers or practitioners engaged in digital forensics activities.
Admittedly, there is a gap between the current real practices and the proposed business model. The gap is, especially in terms of how to store and maintain the digital evidence. Referring to Figure 2 , the actual practice of storing digital evidence is still in the form of hard disk that contains imaging results of and then is given a specific label for later stored on shelves that physically contain the hard disks as the results of the imaging process. This is in contrast with the concept of the business model proposed, that digital evidence should be stored in the form of digital files and kept in the main storage. This gap is based on the fact that the process of acquisition and imaging is practically easier to do directly on the media hard disk. Also, the process requires very large storage capacity. If this is done through the conventional file transfer mechanism, certainly it will be time-consuming and require very large bandwidth capacity.
It is clear that there are some gaps between actual practices and the proposed business model. However when it refers to The Regulation of Chief of Indonesian National Police (Perkap) No 10/2010, indeed the proposed business model is a description of the handling of digital evidence that is relevant with similar things which are done conventionally. Even though there is currently a gap between the actual practices and the business model proposed, in line with the development of transfer technology and data storage, the perceived barriers in implementing the business model will someday be resolved. Thus, the proposed business model is still very relevant to serve as a reference in understanding the environment of digital forensics activities.
Compared to the findings of previous studies through the business model of the digital chain of custody [13] , the proposed business model of digital forensics in this study is a kind of extension of the previous model. In this case, the extension is that the business model of a digital chain of custody is one of the details of activities in human interactions with digital evidence, particularly in terms of documentation of the interactions.
The proposed business model in this paper is based on the viewpoint of law enforcement. In this case, Forrester [20] argue that digital forensics purposes are different between law enforcement with a military as well as business and industrial. The difference can be seen as in Table 1 . Forrester himself in his paper has explained the details of the differences of digital forensics purposes in each of these areas.
Thus, a business model that is applied will have different characteristics between the viewpoint of law enforcement with a military as well as business and industrial. For that reason, then one open problem that can be set as the next area of research is how to build a digital forensics business models that are relevant to the area of military as well as business and industry.
Business models that have been proposed in this paper are based on assuming the early existence of a prior incident activity that then requires a digital investigation. This contrasts with the military and business or industry areas where digital forensics activity does not always have to be based on the existence of a prior incident activity. In this case for the areas of military, business and industry, the activities of digital forensics are closely connected with the issue of computer security. The increasing number of cybercrime cases should be followed by the more authoritative institution that runs digital forensics activities. In this case, one thing perceived as a weakness in the institution is the absence of a description of the relevant business model to depict how digital forensics activities should be run. The existing study of the literature is more focused on aspects such as framework/methodology/stages, while the interaction between human and digital evidence has yet to be fully seen. The proposed business model already accommodates major components of digital forensics (human, digital evidence, process) and considers the interactions of the components. The business model also contains several basic principles in compliance with The Regulation of Chief of Indonesian National Police (Perkap) No 10/2010. Although in practice the proposed business model does not match with the actual practice, it is more on the technical constraints faced by practitioners/digital investigator in implementing digital forensics activities truly in accordance with the regulation set forth.
The proposed business model principally is an extension of previous efforts done by the author to build the business model of a digital chain of custody. Through the extension of the business model approach that has been proposed, it is expected to provide a whole and deeper understanding against the digital forensics process. This will support law enforcement in dealing with cases of cybercrime, which are becoming more sophisticated.
Future research that can be done is to identify the infrastructure that will support the implementation of the business model of digital forensics that has been proposed in this paper. The next step to do is to conduct socialization and further discussions on various forums for digital forensics practitioners or academics to get better input for the concept of digital forensics business model.
